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ABSTRACT

Background: Medication errors pose significant risks to patient safety,
contributing to 5-6% of hospital admissions globally. Traditional pharmacy
systems, reliant on manual processes, are prone to errors due to human factors,
inefficient workflows, and inadequate technology integration. Smart Pharmacy
Automation Systems (SPAS), leveraging IoT, Al, and cloud-based analytics, offer
a transformative solution to mitigate these challenges. Objective: This
systematic review evaluates the efficacy of SPAS in reducing medication errors,
optimizing workflows, and enhancing patient safety by synthesizing evidence
from 48 studies (2020-2025). Methods: Following PRISMA guidelines, PubMed
and Google Scholar were searched for peer-reviewed studies on SPAS
implementation. Inclusion criteria focused on IoT-enabled automation, error
reduction, and integration with Electronic Health Records (EHRs). Quality
assessment was conducted using PRISMA standards. Results: SPAS
demonstrated significant improvements: (1) Error Reduction: Automated
dispensing reduced prescription errors by 42.2% and eliminated dispensing
errors; (2) Efficiency: Real-time IoT monitoring cut medication expiration rates
by <0.3% and audit times by 50%; (3) Safety: Integration with EHRs minimized
dosing errors and adverse drug interactions. Challenges included
interoperability gaps (23% of studies) and cybersecurity risks (18%).
Conclusion: SPAS enhances medication safety and operational efficiency but
requires standardized protocols, staff training, and robust cybersecurity
measures. Future research should address cost-benefit analyses and scalability
in low-resource settings.

INTRODUCTION

risk(5, 6). According to a recent statewide study conducted
in Saudi Arabia, medication errors are linked to significant

Drug distribution is the primary duty of pharmacy service.
It is a crucial component of patient care and has a big
influence on how well patients respond to therapy(1).
Since the vast majority of hospitalized patients require
pharmacological intervention, the critical role that drug
administration plays in patient therapy is indisputable,
serving as a vital pillar for guaranteeing safety and well-
being(2). The complex landscape of the hospital
medication management process encompassed a range of
tasks, including the phases of prescription, preparation,
and dispensing, the patient's subsequent administration,
careful monitoring of efficacy and safety, particularly
potential side effects(3).

The most frequent times for medication errors to occur are
when the medication is prescribed, ordered, and
administered(4). Medication errors have been linked to
5% to 6% of hospital admissions and serious patient
injuries worldwide, making them a major healthcare
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morbidity and patient harm, with an estimated 0.15% of
errors occurring(7). Usually, these mistakes include giving
medication to the wrong patient, utilizing the
inappropriate route, giving the wrong drug or dose, or
administering it wrongly(8). The likelihood of medication
errors is increased by a number of circumstances, such as
comorbidities, older age, an overworked healthcare
system, a high number of prescription medications, and
several prescribers for a single patient. Drug-drug
interactions, more hospital admissions, more outpatient
visits, longer hospital stays, greater patient management
expenses, and an increased risk of patient death are just a
few of the negative consequences that result from
medication errors(9). Patients who are prescribed five or
more medications have a 30% greater rate of medication
errors, and those who are 75 years of age or older have a
38% higher rate. Medication-related admissions for
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patients 65 and older are almost twice as high as those for
younger patients(10).

When a patient is prescribed a drug, several stages must
be followed by different healthcare experts3. Pharmacy
workers have traditionally chosen medications by
manually from shelves, transferred the appropriate
number of pharmaceutical dose units to a container, and
labeled the final product(11).

The three main components of the manual system were
stock management, returned unneeded medication, and
dispensing. A pharmacist evaluated the prescription
before a pharmacy technician recorded the medicine
order, labeled a zip-locked bag, and compared it with the
prescription to begin the dispensing process(12). Before
delivering the medication to an inpatient ward, a
pharmacist verified its accuracy one more time after the
pharmacy technician had numbered the drugs and placed
them in the ready-made bag. A pharmacy technician was
in charge of handling the returned unused prescriptions,
which involved inspecting the unused drugs that were
brought back from a ward, documenting the information,
reviewing the returned unused medication invoice, and
restocking the inventory. The manual system included
daily inventory checks and the placement of
pharmaceuticals on shelves for stock management(13).

Traditional pharmacy systems face issues like medication
errors, inventory mismanagement, and inefficient
workflows, risking patient safety and increasing costs.
Common causes include inadequate staff training, poor
dispensary design, lack of transparency, and weak error-
reporting culture. Other problems involve inconsistent
drug procurement, unclear labeling, and insufficient
technology integration. A major concern is the risk of
errors from look-alike, sound-alike (LASA) drugs,
especially with the rise of generic medications(14, 15).

Smart Pharmacy Automation Systems (SPAS) have been
made possible by the revolutionary solution of integrating
Internet of Things (IoT) technology with pharmacy
automation to address these issues(16, 17). Inventory
management, prescription verification, and patient
information management are just a few of the drug.
distribution procedures that SPAS uses IoT technology to
automate and optimize. SPAS improves patient safety,
lowers pharmaceutical errors, and increases operational
efficiency by combining automated dispensing technology,
cloud-based analytics, and real-time data monitoring(18,
19). The layout of loT-capable that automates medication
dispensing procedures is created by integrating a number
of components, including communication networks, cloud-
based analytics, IoT sensors and devices, inventory
management systems, smart dispensing units, and
integration with electronic health records (EHRs)(20). The
increased precision and security of medicine delivery is
one of the main advantages of IoT-enabled Smart
Pharmacy Automation Systems (SPAS). SPAS lowers the
possibility of drug errors, such as improper dosages of
medications, by automating dispensing procedures and
integrating with electronic health records (EHRs) and
electronic prescribing systems. This lowers the possibility
of adverse medication effects and enhances patient
safety(21).
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METHODOLOGY

Literature Searches

A systematic review (2020-2025) identified 48 high-
quality studies on anti-narcotic drugs for smoking
cessation using PubMed and Google Scholar. Data were
analyzed using PRISMA, Fig.1 though study design and
analysis methods varied widely across the literature.

Inclusion criteria

Articles focus on designing and implementing Smart
Pharmacy Automation Systems (SPAS) to mitigate
traditional medication errors, leveraging [oT technology to
optimize pharmacy workflows and reduce errors through
automated dispensing. By introducing Smart Dispensing
Units, Cloud-Based Analytics, and integration with
Electronic Health Records (EHRs), SPAS enhances patient
safety and efficacy, streamlining pharmacy operations and
minimizing errors.

Exclusion criteria

Articles not directly related Smart pharmacy automation
system (SPAS) or their implementation. Studies lacking
sufficient detail on methodology or results. Non- peer-
reviewed sources, conference abstracts, and editorials.

Quality Assessment

Evaluation of the methodological rigor and quality of
included studies using established criteria, such as the
PRISMA guidelines for systematic reviews and meta-
analyses. Assessment of potential biases, limitations, and
confounding factors in individual studies. Consideration
of the overall strength of evidence and implications for
clinical practice and future research.

Identification of Studies via Databases

Figure 1
PRISMA Flow Diagram
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RESULTS

The reviewed studies collectively emphasize the
transformative potential of artificial intelligence (Al),
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Internet of Things (10T), and automation technologies in
enhancing medication safety and overall pharmacy
practice. Al applications have demonstrated effectiveness
in reducing medical and medication errors, optimizing
clinical decision-making, and supporting precision
medicine. Automated dispensing systems (e.g., ADCs)
significantly minimized medication errors, reduced waste,
and streamlined audit processes. [oT-driven solutions in e-
prescription, drug storage, and health monitoring
improved accessibility, patient safety, and operational
efficiency. However, multiple studies stress the need to

Table 1

address data security, ethical concerns, educational
preparedness of healthcare professionals, and
infrastructure challenges. Additionally, the importance of
pharmacovigilance education, reporting practices, and
system-level interventions was highlighted to support a
culture of safety. Overall, these findings endorse a future-
forward, technology-integrated pharmacy model, while
underscoring the parallel need for professional training
and policy development. Key findings from selected
studies are summarized in Table 1.

Summary of Key Studies Related to Artificial Intelligence in Medication Safety in Pharmacy Practice and Healthcare

Title Ref. Year

Aim and Objective Result

Role of artificial intelligence in
clinical and hospital pharmacy.

An Optimized Edward-elgamal
Extreme Performance
Signature Scheme Oedecas in
Iot and Blockchain

(23) 2023

Medication safety among
hospital pharmacists

Pharmacy education in
traditional and complementary
medicines - A systematic
review.

(25) 2023

A Review: E-Pharmacy Vs
Conventional Pharmacy.

Medication error concept and
reporting practices in Saudi

Technology-Enabled Medical
IoT System for Drug
Management.

(28) 2024

IoT-Enabled E-Prescription
Management and Dispensing
Machine Monitoring.

(29) 2024

Expert Perspectives on Future

6G-Enabled Hospital Metaverse (30) 2024

This research demonstrates how IoT technologies bridge
healthcare gaps in remote regions by enhancing accessibility,
affordability, and quality—advancing the 'Health for All'
mission through connected smart medical solutions

IoT application in
interconnected hospitals (13 bz
Internet of Things Protocols for
Context-Aware Anonymity
Authentication with an
Emphasis on E-Health
Applications

Prevent Medical Errors through
Artificial Intelligence: A Review
Big Data Predictive Analytics
for Personalized Medicine:
Perspectives and Challenges.

(32) 2023

(33) 2023

A Survey of Task Planning with
Large Language Models

Design and implementation of
personal health data
monitoring and retrieval
system for health providers

Precision Medicine, Al, and the
Future of Personalized Health  (37) 2021
Care.

Reducing medication errors by
adopting automatic dispensing (38) 2023
cabinets in critical care units.

Nurses’ Perceived Causes of (39) 2021

Evaluating global pharmacy education in
traditional/complementary medicines.

Comparing e-pharmacies vs. conventional pharmacies to
(26) 2022 evaluate their benefits, risks, and impacts on patient care and
safety
Identifying knowledge gaps and motivational barriers in
(27) 2021 medication error reporting among Saudi clinicians to enhance
Arabia patient safety systems
The study aims to develop an innovative framework for
pharmaceutical storage and administration using IoT sensors, patient safety, and streamlined inventory with real-
ensuring optimal temperature and humidity conditions,
inventory management, and real-time data processing.
The study aims to develop an integrated cloud architecture to
address issues with handwritten prescriptions and manual
medication pickup processes, enhancing safety, efficiency, and
convenience

This study offers a practical framework for integrating
emerging technologies into healthcare systems.

This study aims to bridge the gap between strong security
requirements and resource limitations in healthcare.

Examining medical errors' causes/solutions with Al-driven
prevention strategies.

Evaluating predictive analytics methodologies in precision

(34) 2024 medicine to address implementation barriers and optimize

clinical decision-support tools

This survey aims to consolidate knowledge, stimulate research,
(35) 2025 and accelerate progress in leveraging LLMs for sophisticated
task planning in real-world systems.

This study bridges gaps in continuous health monitoring and
(36) 2020 secure data access, empowering patients and providers with a sharing, offering a scalable solution to empower both
scalable, efficient PHRS solution.

Exploring Al and precision medicine convergence to
revolutionize healthcare through personalized therapy
planning, risk prediction, and diagnosis while addressing
implementation challenges

To assess the impact of Automated Dispensing Cabinets (ADCs)
on medication errors in intensive care units.

To explore nurses' perceived causes of medication

Investigating Al's role in clinical /hospital pharmacies to
(22) 2024 enhance patient care, optimize medication management, and
streamline operations.

This study demonstrates EADSA's superiority over
EcDSA/HeDSA and introduces OEDECAS as an optimized, high-
performance cryptographic solution for secure Blockchain and

IoT applications.
Assessing Saudi hospital pharmacists' knowledge, attitudes,
(24) 2021 and perceptions of medication safety and pharmacovigilance
across multiple tertiary care settings."

Reducing errors and improving outcomes.

OEDECAS-enhanced EdDSA delivers 15% faster
transactions and superior security versus
ECDSA/HeDSA.

Improving PV education and institutional reporting
culture is critical to leverage.

Pharmacists'T&CM training undermines advisory
confidence, necessitating curriculum upgrades and
accreditation reforms to ensure competent practice.

E-pharmacies enhance medication access but risk
patient safety without pharmacist oversight,
necessitating safeguards to prevent errors.
Study reveals critical gaps in medication error
reporting, prevention training, and error-stage
awareness, demanding immediate remediation
The framework ensured optimal storage, enhanced

time alerts (100ms transfer time), improving
pharmaceutical quality.

The system achieved over 95% accurate dispensing
and 80% reduced wait times, eliminating person-to-
person contact risks.

6G-powered metaverse transforms healthcare with
telemedicine and Al surgeries, demanding adaptive
strategies to balance innovation with security,
usability, and equitable access.

IoT smart edge systems promise to democratize
healthcare, but overcoming technical barriers is
crucial for building life-saving smart hospital
networks

SAAP-AES delivers a secure, efficient, and privacy-
preserving authentication framework for IoT
healthcare systems.

Al transforms healthcare by enhancing diagnostics,
treatment planning, and patient monitoring.
Healthcare's big data revolution through
HDFS/Spark/Hive faces critical hurdles in data
standardization, security, and clinical integration
LLMs have emerged as powerful tools for task
planning, demonstrating strong capabilities in
reasoning, decision-making, and action sequencing
across diverse environments
The developed PHRS bridges critical gaps in
continuous health monitoring and secure data

patients and healthcare providers in managing health
proactively

Al-powered precision medicine enhances disease
diagnosis, enables personalized treatments, and
improves patient outcomes.

Implementation of Automated Dispensing Cabinets
(ADCs) significantly reduced medication errors,
decreasing prescription errors.

Nurses identified medication administration errors
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Medication Administration
Errors: A Qualitative Systematic

administration errors (MAEs).

(MAEs) as multifactorial, primarily driven by
contextual factors like workload and interruptions,

Review. intertwined with personal and knowledge-based
factors.
DISCUSSION solutions and organizational changes to fully realize the

The integration of advanced cryptographic systems, [oT
technologies, and Al-driven solutions is transforming
healthcare delivery, though significant implementation
challenges remain. The successful implementation of
smart pharmacy automation depends significantly on the
awareness and education of upcoming pharmacy
professionals. A preliminary study from Karachi
underscores this trend, revealing that pharmacy students
recognize Al’s transformative role in healthcare systems
and express a willingness to adapt to emerging
technologies (40). The OEDECAS-enhanced EdDSA
algorithm demonstrates 15% faster transaction speeds
with superior security compared to traditional methods,
offering particular promise for securing e-prescriptions
and decentralized health records, yet faces
interoperability challenges with existing healthcare IT
infrastructure.(23, 24) These findings suggest that
successful digital transformation requires a balanced
approach combining technological adoption with
workforce training and system standardization, where
phased implementation of advanced -cryptography,
mandatory PV training programs, hybrid Al-human
oversight models, and robust interoperability standards
could collectively address current limitations while
maximizing the potential of these innovations in clinical
practice. The path forward necessitates both technical
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